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IntroductionIntroduction

FeaturesFeatures

•• WebWeb--based in Servicebased in Service--Oriented ArchitectureOriented Architecture

•• Support distributed simulation with multiSupport distributed simulation with multi--agentsagents

•• Dynamic verification and validation Dynamic verification and validation 

•• Dynamically extendableDynamically extendable

Three application areasThree application areas

•• Web services simulation environmentWeb services simulation environment

•• Embedded system simulation environmentEmbedded system simulation environment

•• Command and Control system simulation environmentCommand and Control system simulation environment

Develop a general purpose simulation frameworkDevelop a general purpose simulation framework
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Error detected
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The Framework with Multiple FunctionsThe Framework with Multiple Functions
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Extendable SimulationExtendable Simulation
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Architecture selection
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Using Templates to Build Different Application Platforms
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Policy Specification (Positive Obligation Policies)Policy Specification (Positive Obligation Policies)

TemplateTemplate

ExampleExample
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Policy Specification (Negative Obligation Policies)Policy Specification (Negative Obligation Policies)

TemplateTemplate

ExampleExample
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Policy Specification (System Constraints)Policy Specification (System Constraints)

TemplateTemplate

ExampleExample
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Policy Enforcement FrameworkPolicy Enforcement Framework
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Overhead of Policy EnforcementOverhead of Policy Enforcement

SIM = Simulator     SC = System Scenarios     PE = Policy Engine
HCP = Hard-Coded PoliciesComments

SC + HCPSC + PESCTime Composition

109%184%100%Compared to No 
Policies

296250022722Simulation Time (ms)
Time
Complexity

SIM + SC + HCPSIM + SC + PESIM + SCMemory Composition

105%111%100%Compared to No 
Policies

559959185323Memory Size (KB)

Space
Complexity

Hard-coded PoliciesPolicy enabledPolicy disabledCriteriaSample 
Application
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ConclusionsConclusions

We developed a simulation frameworkWe developed a simulation framework

•• ServiceService--oriented architectureoriented architecture

•• Distributed simulation of different applicationsDistributed simulation of different applications

•• Templates for platform buildingTemplates for platform building

•• System specification and verification toolsSystem specification and verification tools

•• Policy specification and verification toolsPolicy specification and verification tools

•• Dynamic policy enforcement and verificationDynamic policy enforcement and verification

•• Policy experimentsPolicy experiments


