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Abstract

This paper presents DoD End-to-End (E2E) Test
and Evaluation (T&E) for Systems of Systems
(S0S). The E2E T&E is based on the following
technigues: scenario modeling and specification,
automated test script generation, dependency
analysis, completeness and consistency analysis,
risk analysis, pattern analysis, usage analysis,
timing analysis, simulation, automated
distributed test execution, statistical analysis,
ripple effect analysis, regression testing. The key
concepts of the E2E T&E are reusability, tight
integration of system analysis and testing, and
hierarchical scenario specifications.

1 Introduction

Modern military systems consist of multiple
parties structured in a hierarchical manner to
form systems of systems (SoS) connected by
possibly multiple networks such as satellites and
wireless networks. Individual systems of SOS
accept the control and management of warfare
centers, and also collaborate with each other to
achieve the mission.

Testing computer systems is often difficult, and
testing a distributed SoS is especialy difficult
and costly because of the complexity of the
system, the real-time safety-critical nature of the
mission, and technology used to implement the
system as well as the associated warfighting
doctrines keep on changing. Furthermore,
integration system at the system level is often the
most difficult and time-consuming aspect of
system. Unfortunately, areview of the existing
literature on integration testing shows that most
integration testing techniques are mostly
principles, such as incremental integration, top-
down, and bottomup integration [15], or explore

the programming or design structure of the
program [9][11][17]. The techniques that explore
programming or design structure are useful,
however, they are applicable to software written
using the related techniques. For example, an
integration testing technique for an Object-
Oriented (OO) program using Java may not be
applicable to testing a legacy program using
COBOL. It is even possible that the testing
technique may not be applicable to testing an OO
program using C++ because Java has no pointers
but C++ does.

Due to these considerations, DoD needs an
integration Test and Evaluation (T& E) technique
that are applicable to a wide variety of
applications  implemented in different
programming languages such as COBOL,
FORTRAN, ADA, Java, C, and C++, and design
techniques such as OO design patterns [7] and
architecture. The integration testing technique
must be applicable to both legacy applications
(such as data management using COBOL) as
well as modern applications (such as web-based
Enterprise Resource Planning using CORBA and
Java). Thus, the integration testing must be
mostly functional (or black-box), however, it
should be able to extend to include certain white-
box information such as network characteristics
and overall system architecture.

Recently, DoD proposed an End-to-End (E2E)
integration T&E process to address these issues
[18][19][20][21][25][22][24]. Specifically, the
E2E T&E hasthe following features:

a  Scenario-based testing: Testing scripts are
developed based on specifying system
scenarios, and scenarios are formalized as a
sequence of events, actions and associated



pre-/post-conditions. Because scenarios are
developed directly from requirements, it is
independent of any programming languages,
design techniques, or development processes
such as the waterfall model, or agile
development processes such as Extreme
Programming [2].

System analysis and modeling using
scenarios: A system can be specified and
then analyzed using scenarios by various
analysis techniques [19][25][26] such as
completeness and consistency analysis, risk
analysis, timing analysis, usage analysis, and
dependency analysis. These analyses
facilitate the designer to make informed and
intelligent decision in the requirement and
design phases of project development. In
other words, the E2E T&E tool can be used
early in the life cycle during and throughout
the rest of life cycle including operation and
mai ntenance.

Simulation: In addition to static analyses
mentioned, the E2E process also supports
dynamic analysis by simulation. Once
scenarios are available, the E2E tool can
simulate the system by tracing the
conditions and actions in the scenarios.
Simulation can be used together with other
analysis to determine the appropriate system
design. For example, simulation can be used
together with timing analysis to determine if
the SoS satisfies the timing requirements.
Furthermore, multiple scenarios can be
simulated at the same time to determine the
interaction of these scenarios.

Rapid test script generation by
verification patterns: The E2E process
supports rapid test script generation by
classifying system scenarios into patterns,
and each pattern has a corresponding test
script that can be parameterized to test all
the system scenarios belong to the pattern.
This approach promotes test script
reusability and reduces the cost of test script
generation significantly [29]. This approach
has been wused successfully to test
commercial rea-time saf ety-critical
embedded medical devices such as
pacemakers and defibrillators.

Distributed automated test execution: The
E2E tool support distributed test execution
by providing an architecture with a test
master and test agents. The test master is
responsible for managing test scenarios and
test scripts, and sending test commands to

test agents for remote execution. Test agents
are responsible in sending test commands to
the System Under Test (SUT) for test
execution, and collecting and analyzing
data, and reporting test results to the tester
master. Because a typical SoS is a
distributed system, the test master and test
agents often reside on remote sites and
communicate via various communication
protocols such as TCP/IP or SNMP.

f. Statistical modeling: The E2E tool has a
statistical model Assurance-Based Testing
(ABT) that can evaluate the test performed
[16][13]. ABT was initially designed to
evaluate Y 2K testing but it is applicable to
general system testing.

g. Accommodation to changes: When the
SUT is changed, the user just needs to
modify/update the corresponding scenarios
specification. The framework will re-
generate the test script automatically to
accommodate the change and execute the
new test script generated. Thisis supported
by design patterns Strategy, Template
Method, Composite, and Command [5]. The
framework also supports regression testing
to ensure that changes will not introduce
undesirable ripples.

h. Uniform usage: The E2E T&E tool uses a
uniform process to perform testing: setup,
execute, and verify. A tester has the freedom
to add new testing strategies such as a new
regression testing selection algorithm, but
the tester is not alowed to change the
overall testing process, i.e., setup, execute,
and verify. In this way, test scripts
developed can be reused while at the same
time allowing new testing strategies or
techniques to be introduced. This aso
minimizes misuses and mistakes.

This paper presents these features of the E2E
T&E. Specificaly, Section 2 covers scenario
specification; Section 3 presents static analyses
such as completeness and consistency checking;
Section 4 covers pattern analysis where the
verification patterns are explained; Section 5
presents automated test execution by distributed
agents; Section 6 shows how simulation of
concurrent scenarios can be executed; Section 7
presents change management such as regression
testing and ripple effect analysis; Section 8 gives
an overview of the E2E tool; Section 9 shows an
experimentation of a military system. Section 10
concludes this paper.



2 Scenario Specification and Analysis

E2E T&E is based on scenarios, and they are
derived from system requirements, and
formalized by identifying conditions, events and
actions. The formalized scenarios can be used to
carry out various static analyses such as
completeness and consistency checking, derive
test scripts, and perform dynamic analysis by
simulation, and execute tests remotely by
sending distributed test commands.

21  Scenario Specification

System behavior scenarios are derived from both
positive and negative aspects of system
requirements. And most of time these scenarios
are written in natural languages (such as
English). Even though these scenarios are
rigorously developed during system devel opment
and have been used extensively to test numerous
systems, due to the informa nature of these
specifications, it is difficult to analyze these
scenarios for completeness and consistency. The
first step of the E2E T&E is to identify and
specify operational scenarios including their
input and output data, pre-conditions, events,
actions and post-conditions. These scenarios can
be expressed in a semi-formal scenario language,
but can also be expressed using a formal
language OCL (Object Constraint Language).

Conditions

Scenario conditions have pre-conditions and
post-conditions  representing external and
internal conditions and situations. Internal
conditions represent the states of all system
objects of interest, and external conditions can be
network and database connections.

Events

Events are internal and external occurrences that
impact or are generated by system objects:
?? External stimuli: incoming data (inputs),
external action
?? Internal method call/message
?? Change events. a change in value of
Boolean Expression (Continuous check)
?? Timeevent: The arrival of an absolute time
or passage of arelative amount of time

Actions

Actions are performed when the pre-conditions
are satisfied and events occur. Typicaly an
actionisabrief atomic computation:

?? Assignment: setsthe value of avariable

?? Call: callsan operation on atarget object

?? Create: creates anew object

?? Destroy: destroys an object

?? Return: returnsavalueto acaller

?? Send: generates an event, outgoing data

?? Terminate: self-destruction of the owning
object

Scenario Templates

The E2E T&E process uses templates such as if-
then-else and while-do structures to represent
scenarios, and stores them using the XML format.
The E2E tool provides a template editor for a
user to develop and modify scenarios efficiently.

Figurel. XML-based Scenario Editor

Another important attribute is that scenarios can
be specified in a hierarchical manner. The tester
can first specify system scenarios at the highest
level of abstraction, and once obtained, scenarios
can be decomposed to show low-level details.
This process can continue until scenarios are
detailed enough for the T&E purpose.
Furthermore, scenarios can be organized in a
scenario tree where a group of related scenario to
a high-level scenario group [18][1]. This feature
is useful for testing a SoS because it often has
sub-components interaction with each other, and
some of these components are legacy systems
while others may be new systems just
introduced. Organizing system scenarios in a
hierarchical manner facilitates test reuse and
matches the hierarchical structure of the SoS.

22 StateModd

Many military systems are embedded systems,
and embedded systems often use a state model to
describe their runtime behavior. The E2E T&E
process also supports specification of scenarios
in a state model. First, each scenario can be



considered a sequence of events, with their pre-
conditions, actions, and post-conditions.

By matching the same conditions and events
from different scenarios, a tester can merge all
the scenarios together to form a tree, called
State/Event Tree (SET) [20][25]. The root of a
SET istheinitial system state. Each path from
root node to a leaf node represents a thread,
consisting of a sequence of time ordered (explicit
or implicit) events, actions, with associated lists
of pre-/post-conditions, and incoming data and
outgoing data (expected output). Linking a
sequence of atomic scenarios obtains complex
scenarios, and they can be used to explore the
interaction between various scenarios and for
stress testing.

Once scenarios are specified using the state
model, it is possible to perform various analyses
as presented in Section 3.

2.3  Consraint Identification

Constraints are those special requirements where
trade-offs cannot be made. Typical constraintsin
system requirements are:

?? Sequence: triggered/trigger-by

?? Logica constraint: mutually exclusive

?? Functional constraints

?? Timing constraints

?? Concurrency constraints

?? Synchronization/Asynchronous operations

?? Physical constraints

Identifying constraints helps perform
completeness and consistency check. It is usually
unnecessary or impossible to exhaustively test al
the combination of all the conditions, events, and
actions. Thus, it is important to analyze the
relationships among them so that a tester can
build certain test criteria and select the most
typical combinations to test effectively within
available time and budget. For example, it may
be necessary to test the combination of related
conditions only because those not related may
not affect each other. In this way, the number of
possible combinations of conditions can be
reduced in testing.

3  StaticAnalyses

Completeness Analysis

The E2E specifications need to be complete with
respect to the external requirements. A tester can
determine this by checking if any system
scenario is missing in the specification.

However, if some scenarios are missing in the
external requirements, atester will not be ableto
identify all the missing parts. One way to address
this problem is to simulate the system
requirements, and this is discussed in Section 6.
Another way to do this is to check all the
combinations of conditions in the scenario
specification, and this can be done in both the
scenario model and the SET model.
Specifically, the following algorithm enumerates
all the combinations of conditions, and a tester
can easily identify those missing scenarios from
comparing the output of the algorithm with the
SET.

For each state
collect (c ) , a set of preconditions

associate with state s;;
enumerate all the combinations of (c, ) with

each condition;
scan transition set t, that already exists;

report the uncovered transition t,*, such that
t ? t'are all the combination of transitions

associated with state s;;
End

Consistency Analysis

It is important that scenarios specified are
consistent with each other. A tester can perform
this by checking relationships and constraints
between events and conditions in scenarios. A
typical constraint is mutual eclusion. For
example, one scenario cannot exist while another
scenario is active. For example, a scenario of
active progress cannot exist at the same with
another scenario of rollback recovery because
these two scenarios are mutually exclusive with
each other. In scenarios are specified using the
SET model, there should no path from the root to
any leaf node with two mutually exclusive states.

Dependency Analysis

Dependency analysis is useful for change
management including regression testing and
ripple effect analysis. Both the scenario model
and the SET model facilitate dependency
analysis because both models contain input and
output, conditions, actions, and preconditions
and post-conditions. They can be used to identify

the following kinds of dependency:
?? Input/output dependency

?? Functional dependency



?? Execution/control dependency
?? Precondition/post-condition dependency

For example, a scenario is input dependent on
other scenario if it uses an output from another
scenario as its input. Two scenarios can have
input/input dependency if both of them use the
same data as their input. This needs to be
identified because if the data is changed, both
scenarios must be examined for possible ripples.
The E2E tool automates dependency analysis for
both the scenario model and the SET model.

Usage Analysis

Usage information can be useful in prioritizing
test activities, e.g., highly used scenarios should
be tested more to ensure the system reliability.
This follows the Pareto’s principle: 20% of
scenarios will be executed 80% of time. Thus for
a highly reliable SoS, it is important to
thoroughly test those 20% of scenarios.

If the system is specified using the SET model,
one can consider the usage from two points of
view: 1) static view by examining the internal
SET structure; and 2) dynamic view by
examining the usage externally. For example,
each node in a SET belongs to some scenarios,
and one can determine the static usage of a state
k asfollows:
?p
W, 2 >n
where pt is equal to 1 if the node k is used in

path i, otherwise zero; n, is the total number of

nodesin pathj. Let DUy be the dynamic usage of
node k. The criticality of node k can be defined
asfollows:

t\

?
C, 79U, ?2DU, ? ,) — DU,

i

Because a test scenario is apath from the root to
aleaf node, one can thus determine the criticality
of summing all G for all the node k in the path.
In this way, the tester can spend more effort on
critical scenarios.

Risk Analysis

Risk analysis can guide the tester in prioritizing
the testing effort. In the E2E guidebook [4], one
may assign risks to scenarios as well as the
conditions in the scenarios. The risk can be
estimated by the probability of occurrence
multiplied by the conseguence. Furthermore,
risks associated with a scenario can be
dynamically changed during the development,

i.e., whenever there is a change in the system, the
risk associated with the changed scenarios as
well as those that have dependency relationships
with the changed scenarios are automatically
raised.

Concurrency analysis

Many scenarios may be active at the same time,
and it is necessary to verify that concurrent
execution of these scenarios will not cause the
system to deviate from its intended behavior.
This can be done by checking data sharing
among concurrent scenarios.  Specifically,
concurrent scenarios with readers only are safe,
but a single writer may make concurrent
scenarios at risk of running into synchronization
problems.

4  Pattern Analysis

Even though a system may have hundreds of
thousand scenarios in the state/event, it may have
only few scenario patterns. For example, a
commercial  defibrillator has hundreds of

thousand scenarios, however, most (95%) of
these scenarios can be classified into just eight

scenario patterns[29]:

Basic Pattern (40%),

Key-Event Driven Pattern (15%),
Timed Key-Event Pattern (5%),
Key-Event Time-Sliced Pattern (7%),
Command-Response Pattern (8%),

L ook-back Pattern (6%),

M ode-Switch Patten (8%), and

Interleaving Pattern (6%).

3 IIIIIIN

This provides an excellent opportunity for rapid
verification because scenarios that belong to the
same pattern can be verified using the same
mechanism except perhaps with different
parameters such as timing and state information.
And this can save significant time and effort for
implementation of verification software.

For example, suppose a system has 7,000
scenarios, and if 15% of these scenarios belong
to a specific pattern, these 1050 (7,000 x 0.15)
scenarios can be tested using the same
verification software except with individualized
parameters. Thus, the productivity gain can be
significant and industrial application of this
approach showed that 25% to 90% effort
reduction is possible [29].



Another significant advantage of this approach is
the size reduction by using this approach. The
industrial experiment indicates that average code
for test scripts have reduced from 1380 LOC per
scenario to 143 LOC per scenario by using this
approach, or about 89.6% size reduction! If we
assume an expert test engineer can develop 1,000
LOC of test script each week, the effort
reduction by using this approach is significant.

5 Automated Test by
Distributed Agents

Execution

Once scenario specifications are available, the
E2E tool generates thin-threads and test scripts,
and executes the test automatically.

5.1 Thin Thread Generation

Scenarios describe the system behaviors
responding to stimuli under different conditions.
Test execution however needs one and only one
execution path of a scenario. A thin thread
describes the single execution path of the system,
and each path in a scenario corresponds to a thin
thread. Thus thin threads can be obtained by
parsing scenarios.

Each thin thread contains pre-conditions,
events, actions, and post-conditions, which are
mapped to setup, execution, and verification
parts in an Execution/Verification Template
(EVT) by following the steps:

?? Map pre-conditions and events in a thin-
thread to the setup() of the EVT;

?? Map the sequence of ations in a thin-
thread to the execution() of the EVT; and

?? Map the post-condition in a thin-thread to
the verify() of the EVT.

The EVT is designed and implemented using the
Template Method pattern [5] that allows the
tester to customize thin threads. The E2E tool
supports automatically generating thin threads
from scenario, and exports them as XML files
(Figure 2).
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<ThinThread>
<Setup>
<COND_ITEM><VALUE>8</VALUE></COND_ITEM>
<COND_ITEM><VALUE>68</VALUE></COND_ITEM>
<COND_ITEM><VALUE>30</VALUE></COND_ITEM>

</Setup>

<Execution>
<ACTION><VALUE>55</VALUE></ACTION>
<ACTION><VALUE>57</VALUE></ACTION>

</Execution>

<Verification>
<T1>-1</T1><T2>500</T2>
<T1>-1</T1><T2>500</T2>

</Verification >
</ThinThread>

Figure 2. Thin Threads Generated from Scenarios

52  Test Case/Script Generation

Once thin threads are available, the E2E tool
generates test cases and test scripts for test
execution. First, the tester need to supply data
related to the input of thin threads, once this is
done, the tool generates test inputs based on
different testing techniques:

?? Random testing: the tool will take random
sample data from the data set.

?? Partition testing: the tool will select sample
data from each partition of the data in the
data set.

?? Boundary value testing: the tool will take
the boundary values of the partitions of
datain the data set.

The tool also generate test scripts for test
execution, if the SoS is a distributed system, the
tool also generate distributed test commands so
that remote systems can be exercised.

53 Distributed Test Execution

The E2E tool provides distributed test execution
by having an architecture with a test master and
associated test agents. A test master performsthe
following functions:

?? Generates test scripts and test cases from
scenarios, and initiates the test by sending
commands to agents either locally or
remotely using TCP/IP or SOAP protocols;
Manages the dependency and interaction
information between systemsin the SoS;
Collects the test result data from agents, and
verifiesthem,

Verifiesinteraction patternsidentified.



While an agent provides the following functions:

?? Upon receiving commands from the test
mater, it executes the test by first setting the
SUT to the state specified by the
precondition in the est script, generating
events or actions according to script, and
verifying results returned by the SUT;

It also traces the interaction of the SUT with
other systems in the SoS. This is a useful

function because a distributed system often
can exhibit behaviors that are difficult to
trace, and having each agent tracking the
communication between its SUT and the rest
of the SoS helping in identifying the cause
of system failures; and

?? Sends any related information to the master.

The test master and test agent collaborate in the
following manner:

?? Request System Function: The master
requests local and/or remote agents to
execute functions according to the scenario
specification. The agent receives the request,
sets up the SUT for test, and then issues test
commands to execute the requested
function, and then reports the results to the
master.

Request and Response of Message: The
master requests agents to collect information
of exchanged messages among sub-systems
including requests and their responses, and
each agent sends information back to master
asynchronously.

Request Change Configuration: The
master requests agents to change
configuration of the system to start a new
round of testing. Each agent re-setsit’s own
state and reports to the master.

Notice State Change: The test master adds
listeners (this is Observer design pattern[5])
to the agents. When the system state is
changed either triggered by internal or by
external events, the agent notices this
change to the master asynchronously.
Verify Results: The master receives the
information such as exchange messages and
state changes from agents asynchronously,
and collects the data related to specific test
scenarios. Then the master verifies the test
results with the expected output.

The architecture can be illustrated using the
following figure.

Communications, Sensors,
Systemi

Commands and Controls

System

SC

'

Satellite Dishes
ireless Networks
N E2E tool

(test agent n)

E2E tool
(test agent 1)

Perform Scenario-Based Test

Figure3. TestingaSOS
An important characteristic of testing a SoS than
testing an individual system is that sometimes it
is often easier to develop system scenarios for
individual systems than to develop system
scenarios for a SoS. One way to derive system
scenarios for a SoSisasfollows:

?? Derive scenario specification for each
individual system in the SOS;

?? Specify the interaction between each pair
of systemsin the SOS;

?? Derive scenario specification of the SOS
by combining scenarios for individual
systems with interaction specification.

In thisway, scenarios for a SoS can developed in
an incremental manner with scenarios for
individual systems developed first. This
approach also support changesin a SoS. When a
new system is added to a SoS, it is possible to
reuse the existing scenarios for other systems
and interaction specifications to re-develop the
overall scenarios for the modified SoS.

6 Simulation

A SOS is usually complex and involves lots of
systems including hardware and software. Thus,
even an exercise of the entire system can be
costly. Thus, if possible, a T&E of a SoS should
be carried out first in a completely simulated
mode, and then in a simulated mode but with
partial participation from individual systems in
the SoS before an exercise of the complete
system.

The E2E tool allows atester to simulate both the
system and its environment. The reason that the
tool allows two separate simulations is that often



it is not possible to control external events while
internal mechanisms can be fully designed and
managed. For example, an aircraft tracking
system is designed to track any incoming
aircrafts in the monitored airspace, however, it
certainly does not control the number of aircrafts
or birds that may come at any given time. Thus,
separating simulation of a SoS from simulation
of its environment allows a thorough evaluation
of the SoS under various external situations and
loads.

Simulation of the environment simulate both the
user’s behaviors as well as other issues such as
arrival of new objects, communication network
failures, and weather condition. Event can be
discrete (e.g., the number of users'/signal arrival
within a given period) or continuous (e.g., timer
events).

The E2E simulation uses the information stored
in the scenario specification for execution.
Specifically the conditions and actions in the
specification. Conditions specify the state that a
given scenario can be activated, and actions
specify the input used, output produced
including the state change. The tool
automatically analyze scenarios specified and
produced a system decomposition like the one in
Figure 3.
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Figure 3. Simulation Architecture

Simulation is performed by tracing three types of
relationships:

a) Reaction relations: This is between an
environmental event with a system action, and
this is used to trigger an action after an external
event happed,;

b) Impact relations: This is between actions and
conditions, and this updates the values of

variables after an action is performed. This often
changes the system state because variables are
used to define the state of the system;

c) Value relations: This is between conditions
and data, and this updates a condition whenever
the variables associated with the condition have
new values.

A tester can also specify simulation to be
performed with respect to certain sub-systemsin
the SoS, or with respect to certain paths, objects,
events, or data so that afocused simulation rather
than a complete simulation of the SoS. This is
done by disabling those unnecessary conditions
and actions during simulation.

A unique feature of this approach is that a
scenario will be activated whenever its
conditions are met, and thus multiple scenarios
may be active at the same time during
simulation. This is useful because in a SoS,
multiple scenarios can indeed be active at the
same time, and system specifications often focus
on single threads, and thus it is difficult to see
the impact of the interaction between concurrent
threads or scenarios. The E2E simulation allows
the interaction among concurrent threads to be
examined carefully before system
implementation.

The E2E simulation allows a tester to predict
system behaviors, determine system performance
before its implementation, and evaluate a new
system without the exercise the entire SoS. An
important evaluation is timing analysis. Many
DoD systems have strict timing requirements,
and timing requirements can be added to system
scenarios, and simulated using various time
distributions for each action. As the system is
simulated, timing constraints can be checked at
runtime to seeif the stated requirements are met.

7  Change Management

Requirement changes due to dynamic market
needs; technique changes due to global
competition; and process changes due to the
characteristics of products. E2E testing and
evaluation follow Agile Software Development
process, allow rapidly adapting to system
evolution. Whenever changes occur, the tester
just needs to re-specify the system, then E2E tool
will automatically perform dependency analysis,
ripple effect analysis, generate new test
cases/scripts, and execute the testing.
Furthermore, it runs regression testing using
built-in test strategies, such as risk-based, usage-



based, and time-wised; also it allows the tester to
specify anew test strategy.

Dependence analysis provides the foundation for
regression testing and ripple effect analysis.
Ripple Effect Analysis (REA) is used to analyze
and eliminate side effects due to changes and to
ensure consistency and integrity after changes
are made to software [19][4]. It is an iterative

process of change request, software
modification, impacts identification and
validation. It ends when there are no more

ripples. For example, when thereisachangeto a
thin-thread, the tool finds out all the thin-threads
that are dependent on that changed thin-thread
(Figure 4). The changed thin-thread and affected
thin-threads are the candidates for further testing.

f thisthin-thread is changed,

o [T o] |,

[

Figure4. Dependency & Ripple Effect Analysis

8  Tool Support

The E2E tool support many of activities
described in this paper, specifically scenario
specification, test design, thin thread generation,
simulation, dependency analysis, distributed test
execution, remote testing, regression testing,
ripple effect analysis, verification pattern, test
result analysis, and report generation. Figure 5
shows the main components and the three-tier

architectlure of the E2E tool. |
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Figure5. E2E Tool Components and Architecture

?? The front tier is the presentation layer. It
provides users with various graphical views
of the test data and analysis results that are
obtained from the middle tier either through
Web browsers or standalone GUI
applications. This allows everyone involved
in the software development — analyst,
designer, tester, and manager — to get useful
information  efficiently. The interface
components access the services provided by
the middle tier components through standard
network protocols such as HTTP, SOAP,
[10OP, RMI, or COM/DCOM.

Middle tier: two internal tiers are at middle
tier: front-middle and back middle tier,
which perform the core functions of the E2E
testing and evaluation. Front-middle tier
organizes scenario specification in OO
fashion: such as creating testing scenario
objects, test case abjects, input data objects,
method signature objects, and complex
scenario objects. Analyzer in front-middle
tier performs a variety of analysis, such as
completeness and consistency check,
dependency analysis. Test master executes
testing, runtime verifies results, performs
ABT, regression testing and simulation. The
test master manages testing distributed
systems by coordinating the distributed test
agents via network using TCP/IP, SOAP
protocols. Test master and test agent are
considered as E2E middleware part. The
front-middle tier accesses test data either
through direct database connection using
ODBC, JDBC, or through the APIs provided
by data management components. The back-
middle tier facilitates access to database for
storing all test specification and test results.

Target systems tier: Test agents act as
proxies of test master: runtime binding
remote objects on the associated systems
under test (SUT), dynamically invoking
methods. Test agents carry out testing
execution by collaborating with each other,
runtime verifying the results, and reporting
the results to the test master.

9  Expeimentation

The tool has been implemented using Microsoft
Visual C++, and is currently being experimented
on a military SoS. Currently, three high-level
threads have been specified with 17 scenario
groups, 42 scenarios, 42 events, 103 conditions,



103 actions, and 85 thin threads. Figure 6 shows
the dependency analysis and ripple effect
analysis on these scenarios.
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Figure6. Scenarios of the Military SoS

10 conclusion

The EE T&E process was designed to be a
flexible process that can adapt to various

changing environments. In other words,
adaptability is the primary concern. Some
important attributes of adaptability include

speed, scalability, reusability, partitioning, and
integration. In general, a process is adaptive if it
supports high-speed development, is scalable
from small applicationsto large applications, has
many reusable tools that can produce reusable
components, and has an integrated process.

Concerning speed, the E2E T&E process is fast
because the E2E tool generates test scripts
automatically from system scenarios, perform
distributed test execution by sending test
commands to remote agents automatically,
generates new test scripts after system
modifications for regression testing and ripple
effect analysis, and obtains system performance
by simulation once the system scenarios are
available early in thelife cycle.

Concerning scalability, the E2E T& E process is
scalable because it can apply to large
applications as well as to small applications.
Scenarios used in the E2E process are
hierarchical and thus they can apply to the
hierarchical structure of a SoS. For example, the
scenarios specified in Section 9 are high-level
scenarios with actions from multiple systems.
But the same techniques can be used to specify
low-level system scenarios for individual
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systems, and high-level scenarios can be
constructed using low-level scenarios as their
components. The E2E simulation is also scalable
because it depends on the scenario specification
only, thus it is possible to perform high-level
simulation such as at the military SoS level, or
low-level simulation at the task level.

Concerning reusability, the E2E T&E process
has many reusable tools including scenario
specification tool, test case management tool,
scenario simulation tool, and distributed test
execution tool. One of the key benefits of the
E2E tool is that scenarios specified are highly
reusable and can be easily changed. System
scenarios keep on changing as new requirements
are known and new technology is introduced
during system development, changing system
scenarios with the E2E tool is much easier than
re-developing scenarios by hand. In most cases,
new scenarios are developed by changing the
existing scenarios, and changing scenarios using
the E2E tool with dependency analysis is easier
than starting from the scratch without any tool
support. Furthermore, once new scenarios are
specified, they can be automatically analyzed by
various analysis techniques such as timing
analysis, and new test scripts can be rapidly
generated and executed.

Concerning partitioning, the E2E’ s scenarios are
partitioned in several ways. a) By functional
group, thisis addressed by scenario trees [1][18]
where functionally related scenarios are grouped
together to form a tree; b) By sub-systems, as
discussed in Section 5, the overall system
scenarios can be constructed by developing
scenarios for individual sub-systems first, and
then combining with interaction scenarios
between sub-systems. These two kinds of
partitioning facilitate adaptability. If a new sub-
system is introduced to replace an existing sub-
system, if the overall mission does not change,
the high-level system scenarios need not change,
but the low-level scenarios with respect to the
retiring system need to be replaced by the
scenarios for the new sub-system. If the high-
level system scenarios are changed due to change
in warfighting tactics, but the participating sub-
systems remain the same, it is only necessary to
change the high-level scenarios while reusing the
low-level scenariosfor the sub-systems.

Concerning integration, the E2E T&E tightly
integrates system analysis and modeling with
integration testing because the same techniques,



i.e., scenarios, can be used for both system
analysis as well as integration testing. The
importance of testing has recently being
emphasized by agile development processes such
as Extreme Programming. While testing is one of
their main techniques, agile processes do not
have such tight integration between system
analysis and testing as the DoD E2E T&E. The
tight integration changes the way systems are
developed: Instead of performing requirement-
driven testing only, the E2E process calls for
test-based requirement analysis. In other words,
the requirements should be developed in a way
that can be used for rapid integration testing (by
automated test script generation, verification
patterns, and distributed test execution) and
evaluation (by various analyses and simulation).
In fact, the E2E T&E supports a test-based
development process from requirements to
operation and maintenance, and such process is
compatible with agile development processes or
incremental development.
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