IEICE TRANS. FUNDAMENTALS, VOL.E85-A, NO.1 JANUARY 2002

[PAPER

Scenario-Based Web Service
Agents

Testing with Distributed

Lian YU,

SUMMARY  Web Services (WS) have received significant at-
tention recently. Delivering Quality of Service (QoS) on the In-
ternet is a critical and significant challenge for WS community.
This article proposes a Web Services Testing Framework (WSTF)
for WS participates to perform WS testing. WSTF provides
three main distributed components: test master, test agents and
test monitor. Test master manages scenarios and generates test
scripts. It initiates WS testing by sending test scripts to test
agents. Test agents dynamically bind and invoke the WS. Test
monitors capture synchronous/asynchronous messages sent and
received, attach timestamp, and trace state change information.
The benefit to use WSTF is that the user only needs to spec-
ify system scenarios based on the system requirements without
needing to write test code. To validate the proposed approach,
this paper used the framework to test a supply-chain system im-
plemented using WS.

key words: Web Services, scenarios, QoS, object-oriented test
frameworks

1. Introduction

Web Services (WS) is an emerging distributed comput-
ing architecture and receiving significant attention re-
cently [3],[18],[25],[34], [47],[52], [63]. It uses standard
Internet protocols such as WSDL (Web Services De-
scription Language) [50], SOAP (Simple Object Access
Protocol) [33], and UDDI (Universal, Description, Dis-
covery and Integration) [48]. Fig.1 shows the general
WS architecture:

1. The service provider registers its services with a
registry maintained by a service broker. The ser-
vice broker represents a set of software interfaces
(a registry service) for published WS. WSDL de-
scribes the request’s format - its parameters and
data types.

2. The client makes a call to the broker’s UDDI reg-
istry, seeking a specific service.

3. Once the right service is found, the broker returns
the service’s information to the client.

4. The client invokes the service by making a SOAP
call to the service provider.

5. Finally, the provider delivers the application re-
sults back to the client. The transaction is now
complete.
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With the wide adoption by major WS players, WS
communities from the financial services, high-tech, me-
dia and entertainment are being formed. For these
communities to be successful, it is important to main-
tain QoS for all the parties including service providers,
clients and service brokers. Testing is a common QoS
assurance technique; however testing WS is difficult due
to the following reasons:

e WS have a loosely coupled architecture but still
demand high assurance;

e WS have a dynamic behavior including discovery
and binding with multi-parties with middleware
and other WS at runtime;

e WS can be invoked by unknown parties with un-
predictable requests by other WS or clients;

e Computing WS may involve concurrent threads
and object sharing, and testing these features is
often difficult; and

o Testing is difficult because it involves all three par-
ties involved: clients, brokers, and providers.

Clients: A client likely has no access to the source
code of the WS that will be called, and the client may
suspect the service provider may provide a faulty prod-
uct, and even suspect the broker involved may pro-
vide incorrect information about the WS. The client
may want to use the WS supplied by reputable services
provider acquired via reputable brokers only. Further-
more, the client may authenticate the brokers and ser-
vice providers each time it acquires services to get the
assurance that the WS called are authentic. Before the
client uses the WS supplied to develop an application,
the client should actually test-drive the WS first, pos-



sibly by using the test scripts supplied by the broker or
supplier. Unlike the WS, the test scripts supplied by
the service provider or broker are likely to be open so
to give the client assurance the test scripts are reliable.

Brokers: A broker needs to provide quality WS to its
clients, but this requires quality assurance mechanisms
to deal with both its clients and providers. Like a client,
a broker may not have access to the WS source code.
In addition to provide a list of matched WS to clients
and register WS from service providers, the broker may
use the following mechanisms for QoS:

e It needs to ensure that it will receive WS from
reputable service providers only. The broker may
keep a list of service provider and the history of
WS quality received from these providers. This is
similar to the evaluation of sellers by buyers and
vice versa at the www.Ebay.com, and the broker
may even make the evaluation public so that po-
tential buyers or sellers can see the evaluation be-
fore transaction.

e It also needs to ensure the WS received from rep-
utable service providers are of high quality. Po-
tentially, a reputable service provider may still de-
liver faulty or even malicious WS from time to
time, and thus the broker must check individual
WS checked in. For example, the broker may need
to verify the WS to meet certain minimum stan-
dards such as consistency between the WS and the
stated WSDL file. The broker may also develop its
own test scripts to test the WS supplied or use the
test scripts supplied by service providers. For ex-
ample, the broker may publish a list of WSDL and
associated test scripts for each WSDL file, and a
service provider that wish to supply a WS that fits
with a particular WSDL must pass the test con-
ducted by the published test scripts [45]. In this
way, the broker also provides certain quality as-
surance for its clients. The client may also use the
published test script to test drive the WS before
application.

e Furthermore, the broker may keep a history of bugs
related to the WS registered. This is similar to the
Consumer Report [7] where they keep a history of
defects in various products to inform clients.

e The broker may keep and publish the history of
faulty WS supplied so that a client may choose
between different brokers for searching WS. This is
one way for a reputable broker to be distinguished
from its peer brokers.

Service providers: Unlike clients and brokers, a ser-
vice provider does have access to the WS source code.
Thus its primary job is to provide the evidence of qual-
ity of the WS supplied to both clients and brokers, and
maintain the QoS each time a WS is called at runtime.
A service provider may perform the following actions
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to provide such evidence:

o Before registering a WS to a broker, the service
provider checks that the WS is consistent with the
WSDL.

e If the broker has a list of published test scripts
available, the service provider exercises those test
scripts on the WS before registering.

e The service provider may supply additional open-
source test scripts to both clients and brokers so
that they can have added assurance.

In summary, testing does play an important role in
QoS of WS, and this paper presents a scenario-based
WSTF using distributed agents to perform WS testing.
This framework can be used by all the parties:

e Clients: The client can use the WTSF to test the
application as well as those WS called at runtime.
A client can use WSTF to develop code to run
and control the application at runtime. The client
may also use the WSTP to test the WS before
integrating them into the application.

e Brokers: A broker may want to verify the WS
when they are registered to ensure the quality of
WS checked in the registry, and the WSTF can be
used to perform the WS testing. The broker may
actually supply the test code developed to the ex-
isting and potential clients to give them assurance
that WS provided are of high quality.

e Service providers: Before publishing WS, a
provider can use the WSTF to test and evaluate
the interoperability of WS.

This WSTF has following features:

e Enhanced WSDL: Current WSDL standards do not
contain sufficient information for an application
engineer to test WS. This paper adds four kinds of
extension of WSDL for testing: input-output de-
pendency, invocation sequence, hierarchical func-
tional description and concurrent sequence specifi-
cations. This is discussed in Section 3.

e Scenario-based Testing: In most cases, the
source code for WS will not be available for WS
clients and brokers. For them, it is possible to per-
form black-box testing only using the published
specifications such as the WSDL files. Scenario-
based testing is a specification-based testing and
proved useful for integration testing and interop-
erability testing [38]-[40],[42]. WS testing focuses
on integration and interoperability testing. Section
4 presents scenario specification techniques.

e Automated test script generation: = WSTF
provides a test master, which generates test scripts
automatically based on scenario specification and
by extracting information from enhanced WSDL,
and stores them into database.

e Automated distributed test execution: Based
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on the user’s request, test master selects a set
of test scripts from database, and initiates run-
ning test by sending test scripts to test agent(s)
of WSTF, which dynamically finds and binds and
invokes services at runtime according to the test
scripts. In this way, a tester user does not
need to write test code, which saves effort and
time significantly [30]. In addition to test mas-
ter and test agents, the WSTF supports a test
monitor for each WS provider. Monitors capture
synchronous/asynchronous messages sent and re-
ceived, attach timestamp, trace state change in-
formation, and send the relevant information to
test master and test agents for verification. This
is discussed in Sections 5.

This paper is organized in the following way: Sec-
tion 2 presents some related work. Section 3 extends
WSDL to include dependency and sequence informa-
tion to facilitate WS testing. Section 4 shows the sce-
nario specification and analysis techniques. Section 5
presents the WSTF architecture. Section 6 demon-
strates the techniques using a supply-chain system im-
plemented using WS. Finally, Section 7 concludes this

paper.
2. Related Research

Scenario is an effective technique for capturing system
behavior. Since early 1990s, considerable researches
have been performed on use-oriented techniques [13],
[19] for software design and development both in indus-
tries and in academia. Jacobson introduces the con-
cepts of use cases, which capture the essential func-
tional requirements by identifying the interactions be-
tween the system and the external entities. Use cases
are specified in UML using use case diagram and spec-
ification template. However, often such specification
is not detailed enough to allow data and control de-
pendency analysis, or to generate test cases. For ex-
ample, Jacobson recommended that for a large system,
the number of use cases should be around 70 to 80, but
scenarios at such a high-level abstraction are not de-
tailed enough for testing. Currently, other than UML,
a variety of representation techniques are also available
to represent scenarios, e.g., UCM (Use Case Maps) [1],
and MSC (Message Sequence Charts) [15]. UCM and
MSC are developed for real-time systems, specifically
MSC is closely related to a state model, and UCM can
be mapped to a system structure for analysis. UCM
and MSC do not address dependence analysis, trace-
ability, ripple effect analysis, or test case generation.
Furthermore, both MSC and UCM are not widely used
and tool support is not adequate.

Recently, Ryser and Glinz in Europe developed
SCENT - a scenario-based approach for testing, and
addressed dependency analysis and scenario generation

[32]. NASA Goddard Space Flight Center develops
their systems using scenarios [27], and they use pre-
condition, event flow, and post-condition to describe
scenarios. The DOORS project [21] is also similar.
They specify scenarios by specifying the information
flow between actors, and specifying actions performed
by actors.

From scenario specification, one can generate test
scenarios/cases/scripts [38]-[40],[42], [43]. Cohen pro-
posed an approach to testing that uses combinatorial
designs to generate tests that cover the pair-wise, triple,
or n-way combinations of a system’s test parameters,
which determine the system’s test scenarios [6]. There
are many systems where troublesome faults are caused
by the interaction of a few test parameters. Cohen
pointed that a test plan should ideally cover those in-
teractions and the number of tests required to cover all
n-way parameter combinations grows logarithmically in
the number of parameters. The approach allows testers
to refine a model by adding more test parameters with-
out causing explosion of the number of tests. AETG
(Automatic Efficient Test Generator) was developed us-
ing the combinatorial design theory for unit, system
and interoperability testing. Cohen’s research is use-
ful for creating effective and efficient test plan qualita-
tively. In contract, this paper aims at creating adaptive
test infrastructure to perform WS testing by using a va-
riety of techniques stated in the following sections.

Testing distributed systems has been studied for
decades focusing on different issues. Ulrich [49] sug-
gested two test architectures for testing distributed sys-
tems: a global tester that has total control over the
distributed system, and a distributed tester comprising
several concurrent tester components. Coordination
between tester components is done by redundant ob-
servation of internal interactions, or by using synchro-
nization events between tester components. Mathur
[26] and Hoffmann [12] addressed the problems that
arise when testing CORBA-based distributed systems.
While some papers discussed the theoretical aspects of
testing component-based distributed systems, most fo-
cus on unit testing of single components only [22], [55],
[57].

Recently, testing WS also receives attentions [41],
[44],[45]. Mani and Nagarajan raised important qual-
ity criteria for Web including security, availability and
performance [20]. Bloomberg outlines three-stage for
WS testing [58].

0O test frameworks have been initially proposed
by Firesmith [10], McGregor [24], and Poonawala [31]
independently. The frameworks proposed by Firesmith
and McGregor often follow the OO structure such as
inheritance graph to develop the test framework, Poon-
aawala proposed a techniques to organize test scripts so
that they can be reused to test safety-critical applica-
tions even though the System Under Test (SUT) does
not have the OO structure, and this approach has been



used at an industrial site. Recently, several operational
test frameworks have been developed to test OO pro-
grams in Java, e.g., JUnit [14], HttpUnit [8], Cactus
[5], and Mock Objects [23], and these frameworks use
OO design patterns [9],[11],[36] extensive, and is of-
ten based on specific programming languages such as
Java or specific applications such as Internet publish-
ing. Most of these test frameworks address unit testing,
and are platform and protocol dependent. We have de-
veloped several OO test frameworks to test real-time
embedded systems [39],[40] and they address integra-
tion testing. One common feature associated with all
the existing testing frameworks is that they need the
tester to understand /master the framework techniques
before they can develop the test script. Unfortunately,
it may take a long time for an inexperienced to master
these frameworks before they can become proficient in
testing applications using these frameworks. The pro-
posed WSTF does not suffer from this problem.

3. Extending WSDL

WS standard protocols such as SOAP, WSDL and
UDDI focus interoperability issues, but they have not
addressed the QoS in detail yet. Specifically, the cur-
rent WSDL standard does not contain sufficient infor-
mation for an application engineer to test WS. Cur-
rently WSDL contains the following information: the
number of inputs and outputs, the variable type of
each input and output, the order the inputs and out-
puts, and how the concerned WS be invoked. These
are certainly useful for interoperability, but they are
not sufficient for verification. Specifically, information
such as input/output dependence among WS, and the
WS invocation sequence cannot be obtained from the
WSDL file. These two items are needed to perform
black-box testing and regression testing. To address
this problem, this paper proposes to add the following
items into WSDL:

Input-output Dependency,

Invocation Sequences,

Hierarchical Functional Description, and
Concurrent Sequence Specifications.

Input-Output Dependency

In numerous testing strategies such as regression test-
ing [29], data flow testing and Ripple Effect Analysis
(REA) [38], it is necessary to know the input and out-
put dependency. This dependency information is not
available in WSDL. Fortunately, it is possible to add
input/output dependency into the WSDL schema:

o WSInputOutputDependence Type, which includes
at least one element of type WSIOPair Type.

o WSIOPairType is a complex type with two sub-
elements, Input and Output, of WSIOMode Type.
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If there is a dependency between an input variable
and an output variable, an engineer can use the above
scheme to publish the dependency. The schema is il-
lustrated as follows:

<s:complexType
name="WSInputOutputDependenceType">
<s:complexContent>
<s:sequence>
<s:element minOccurs="1"
max0ccurs="unbounded" name="WSIOPair"
type="WSIOPairType" />
<s:any />
</s:sequence>
</s:complexContent>
</s:complexType>
<s:complexType name="WSIOPairType">
<s:sequence>
<s:attribute name="Mode"
type="WSIOModeType" use="required" />
<s:element minOccurs="1" maxOccurs="1"
name="Input" type="s:string" />
<s:element minOccurs="1" maxOccurs="1"
name="0utput" type="s:string" />
</s:sequence>
</s:complexType>
<s:simpleType name="WSIOModeType'">
<s:restriction base="s:string">
<s:enumeration value="Data" />
<s:enumeration value="Control" />
</s:restriction>
</s:simpleType>

For example, for a banking application, there is
a dependency between input variable AccountID and
output variable Balance, and this information can be
specified as follows:

<WSInputOutputDependence
xmlns="http://...org/">

<WSIOPair Mode="Control">
<Input>AccountID</Input>
<Output>DepositResult</Output>

</WSIOPair>

<WSIOPair Mode="Control">
<Input>AccountID</Input>
<Output>Balance</Output>

</WSI0Pair>

<WSIOPair Mode="Control">
<Input>Password</Input>
<Output>DepositResult</Output>

</WSIOPair>

<WSIOPair Mode="Control">
<Input>AccountType</Input>
<Output>DepositResult</Output>

</WSIOPair>

<WSIOPair Mode="Control">
<Input>AccountType</Input>
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<Output>Balance</Output>
</WSIOPair>
<WSIOPair Mode="Data'">
<Input>DepositAmount</Input>
<Output>Balance</Output>
</WSIOPair>
<WSIOPair Mode="Data'">
<Input>DepositAmount</Input>
<Output>DepositAmount</Output>
</WSIOPair>
</WSInputOutputDependence>

The input/output dependency information can be
obtained by a compiler technique such as program slic-
ing or dependency analysis [46]. For example, one can
use a parser to obtain the dependency information be-
tween the input variables and output variables within
WS. Once the input/output dependency information is
available, if a client of the WS changes the value of an
input, it is easy to know which output variables will be
or will not be affected by simply looking up the associ-
ated WSDL file. If an output variable is not affected, it
is not necessary to perform the related regression test-
ing [29] or REA, and potentially saving time and effort.
This information may also eliminate unnecessary test
cases.

Invocation Sequences

A WS can call other WS to perform its tasks, and thus
it is important to trace and state those calling relation-
ship. MtSS (Method Sequence Specification) [16],[17]
was developed to specify those calling relationships for
OO programs [16] while IMOZU diagrams for proce-
dural programs [28]. Similar information can be cap-
tured in WSDL. To do this, we define a WS reference
type, which has WS name and the link to its WSDL
document: WSInvocationDependence Type to represent
callers and callees. There are two sub-elements in it,
WSICallers and WSICallees of WSICallersType and
WSICallees Type respectively. For both the WSICaller-
sType and WSICalleesType, there is a link to their
WSDL files for reference. By tracing this information
among participating WS, it is possible to generate the
complete calling sequence, and the calling sequence is
useful in path testing and data flow testing. The fol-
lowing XML code illustrates the schema.

<s:complexType
name="WSInvocationDependenceType">
<s:sequence>
<s:element minOccurs="0" maxOccurs="1"
name="WSICallers"
type="WSICallersType" />
<s:element minOccurs="0" maxOccurs="1"
name="WSICallees"
type="WSICalleesType" />
<s:any />

</s:sequence>
</s:complexType>
<s:complexType name="WSICallersType">
<s:sequence>
<s:element minOccurs="1"
max0Occurs="unbounded"
name="WSICallerRef"
type="WSReferenceType" />
</s:sequence>
</s:complexType>
<s:complexType name="WSICalleesType">
<s:sequence>
<s:element minOccurs="1"
max0Occurs="unbounded"
name="WSICalleeRef"
type="WSReferenceType" />
</s:sequence>
</s:complexType>
<s:complexType name="WSReferenceType">
<s:sequence>
<s:attribute name="Mode"
type="WSFModeType" use="optional" />
<s:element minOccurs="1" maxOccurs="1"
name="Name" type="s:string" />
<s:element minOccurs="1" maxOccurs="1"
name="RefLink" type="s:string" />
</s:sequence>
</s:complexType>

In a banking example, WS Deposit needs to au-
thenticate the customer first and then get the existing
balance to compute the new value. So it will call WS
AccountAuthentication and GetBalance. On the other
hand, Deposit itself will be used by WS Transfer to ful-
fill the operation. So WS Transfer is one of the callers
here. The related WSDL for Deposit is illustrated be-
low:

<WSInvocationDependence
xmlns="http://...org/">
<WSICallers>
<WSICallerRef>
<Name>Transfer</Name>
<RefLink>
http://...com/Transfer.wsdl
</RefLink>
</WSICallerRef>
</WSICallers>
<WSICallees>
<WSICalleeRef>
<Name>AccountAuthentication</Name>
<RefLink>
http://...com/AccountAuthentication.wsdl
</RefLink>
</WSICalleeRef>
<WSICalleeRef>
<Name>GetBalance</Name>
<RefLink>



http://...com/GetBalance.wsdl
</RefLink>
</WSICalleeRef>
</WSICallees>
</WSInvocationDependence>

Hierarchical Functional Description

In addition to providing structural information such as
dependency and calling sequences, it is possible to in-
corporate functional descriptions into WSDL by adding
a new type WSFunctionalDescriptionType. Further-
more functional descriptions can be organized in a hier-
archical manner and can be embedded in WSDL. Once
organized in a hierarchical manner, a functional de-
scription can be formed by sub-description. The WSDL
can be extended to include two sub-elements, WSF-
Parents and WSFChildren, which are of WSFParent-
Type and WSFChildrenType. For these two types, there
is a link to their corresponding WSDL files to reflect
the hierarchical structure. The WSFParents is the
main description, while the WSFChildren is the sub-
description. By using these functional descriptions, it
is possible to perform functional dependency analysis
[38], and the results can be useful for functional testing
and regression testing.

<s:complexType
name="WSFunctionalDescriptionType">
<s:sequence>
<s:attribute name="Mode"
type="WSFModeType" use="required" />
<s:element minOccurs="1" max0Occurs="1"
name="WSFParents"
type="WSFParentsType" />
<s:element minOccurs="1"
max0ccurs="unbounded"
name="WSFChildren"
type="WSFChildrenType" />

<s:any />
</s:sequence>
</s:complexType>
<s:complexType name="WSFParentsType'">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1"
name="WSFParentDes" type="s:string" />
<s:element minOccurs="1" maxOccurs="1"
name="WSFParentRef"
type="WSReferenceType" />
</s:sequence>
</s:complexType>
<s:complexType name="WSFChildrenType">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1"
name="WSFChildDes" type="s:string" />
<s:element minOccurs="1" maxOccurs="1"
name="WSFChildRef"
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type="WSReferenceType" />
</s:sequence>
</s:complexType>
<s:complexType name="WSReferenceType">
<s:sequence>
<s:attribute name="Mode"
type="WSFModeType" use="optional" />
<s:element minOccurs="1" maxOccurs="1"
name="Name" type="s:string" />
<s:element minOccurs="1" maxOccurs="1"
name="RefLink" type="s:string" />
</s:sequence>
</s:complexType>
<s:simpleType name="WSFModeType">
<s:restriction base="s:string">
<s:enumeration value="Atomic" />
<s:enumeration value="Complex" />
</s:restriction>
</s:simpleType>

In a banking example, WS Deposit and WS Check-
Balance are a part of WS Transfer.

<WSFunctionalDescription Mode="Complex"
xmlns="http://...org/">
<WSFParents>
<WSFParentDes>
This routine performs transferring from one
account to anther account.
</WSFParentDes>
<WSFParentRef Mode="Complex">
<Name>Transfer</Name>
<RefLink>
http://...com/Transfer.wsdl
</RefLink>
</WSFParentRef>
</WSFParents>
<WSFChildren>
<WSFChildDes>
This routine deposits money into an account
after obtaining the account balance.
</WSFChildDes>
<WSFChildRef Mode="Atomic">
<Name>Deposit</Name>
<RefLink>
http://...com/Deposit.wsdl
</RefLink>
</WSFChildRef>
</WSFChildren>
<WSFChildren>
<WSFChildDes>
This routine checks balance.
</WSFChildDes>
<WSFChildRef Mode="Atomic">
<Name>CheckBalance</Name>
<RefLink>
http://...com/CheckBalance.wsdl
</RefLink>
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</WSFChildRef>
</WSFChildren>
</WSFunctionalDescription>

By linking all the functional description by the re-
lated WS, we can now obtain the functional description
for WS Transfer because it involves WS CheckBalance
and WS Deposit.

e This routine performs transferring from one ac-
count to anther account.

— This routine checks account balance from the
database.

— This routine deposits into an account after
getting the account balance.

By using the hierarchical functional description, a
tester can perform functional testing. It is possible
to further formalize the functional description to in-
clude information such as actions, conditions, actors,
and events so that a more formalized analysis can be
performed on these functional descriptions. If the for-
malized information available, it is possible to carry out
more powerful analysis such as completeness checking,
and data and control functional dependency analysis
[38].

Concurrent Sequence Specifications

WS may run in a multi-threaded environment with con-
current execution. Modeling synchronization among
threads is important for the specification, design, and
testing of concurrent WS applications. This paper ap-
plies SMtSS (Synchronized Method Sequence Specifica-
tion) [50] to specify sequence constraints for concurrent
WS threads. SMtSS is an extension to MtSS, and is
used to specify thread cooperation such as synchroniza-
tion and mutual exclusion. SMtSS can specify whether
two methods within a shared object can execute con-
currently or only in a mutual exclusion mode.

The following Stock example provides a simpli-
fied Stock object in a stock market application which
is shared by three types of persons: manager, clerk,
and customer, which are implemented as threaded ob-
jects Manager, Clerk (CK), and Customer (CR), re-
spectively. Then the SMtSS for the Stock object is:

SMtSS = constructor . destructor
Entity = Before(Open* .
OpenMarket . <{M}->{CK,CR}>. AfterOpenx .
CloseMarket . <{M}->{CK,CR}>
BeforeOpen = CheckOpen | CheckStockInfo
AfterOpen = CheckOpen | CheckStockInfo
((SubmitAsk | SubmitBid)

<{CR}->{CK}> . Transaction)

Entityx* .

Where 7<{S}->{R}>” notation represents syn-
chronization, ”S” represents a set of senders; ”R”

represents a set of receivers; and ”->” represents the
synchronization from senders to receivers. For ex-
ample, ” ((SubmitAsk | SubmitBid) <CR->CK> .
Transaction)” means that after a customer submits
an Ask or Bid, the customer needs to re-confirm the
order before the transaction can be carried out. Once
the concurrent behaviors are specified, it is possible to
generate test cases to test the associated threaded ap-
plications [51]. The following WSDL specifies the above
SMtSS constraints.

<smtss name="StockExample'">
<thread>
<thread-name>M</thread-name>
<thread-class>Manager</thread-class>
</thread>
<thread>
<thread-name>CK</thread-name>
<thread-class>Clerk</thread-class>
</thread>
<thread>
<thread-name>CR</thread-name>
<thread-class>Customer</thread-class>
</thread>
<activity name="OpenMarket" />
<activity name="CloseMarket" />
<activity name="CheckOpen" />
<activity name="CheckStockInfo" />
<activity name="SubmitAsk" />
<activity name="SubmitBid" />
<activity name="Transaction" />
<activity name="BeforeOpen">
<sequence>
<invoke>CheckOpen</invoke>
</sequence>
<sequence>
<invoke>CheckStockInfo</invoke>
</sequence>
</activity>
<activity name="AfterOpen'">
<sequence>
<invoke>CheckOpen</invoke>
</sequence>
<sequence>
<invoke>CheckStockInfo</invoke>
</sequence>
<sequence>
<sequence>
<invoke>SubmitAsk</invoke>
</sequence>
<sequence>
<invoke>SubmitBid</invoke>
</sequence>
<synch>
<sender>CR</sender>
<receiver>CK</receiver>
</synch>
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<invoke>Transaction</invoke>
</sequence>
</activity>
<activity name="Entity">
<sequence>
<invoke regex="x">Beforelpen</invoke>
<invoke>0OpenMarket</invoke>
<synch>
<sender>M</sender>
<receiver>CK</receiver>
<receiver>CR</receiver>
</synch>
<invoke regex="x">AfterOpen</invoke>
<invoke>CloseMarket</invoke>
<synch>
<sender>M</sender>
<receiver>CK</receiver>
<receiver>CR</receiver>
</synch>
</sequence>
</activity>
<activity>
<sequence>
<invoke>constructor</invoke>
<invoke regex="x">Entity</invoke>
<invoke>destructor</invoke>
</sequence>
</activity>
</smtss>

4. Scenario Specification

One of key activities in testing a distributed applica-
tion using WS is functional testing, which often involves
specification of system behavior scenarios and develop-
ment of test cases/scripts based on the specified sce-
narios. To derive scenarios and generate test scripts
of distributed systems, a tester can use the following
steps:

e Derive scenario specification for each sub-system,
and formalize the scenario specification by anno-
tating each scenario as a sequence of events, ac-
tions, and associated pre-/post-conditions;

e Specify the interaction between each pair of sub-
systems;

e Derive the overall scenarios for the distributed sys-
tem by combining the scenarios for individual sub-
systems with the interaction; and

e Generate test scripts based the scenario specifica-
tion.

4.1 Derive Scenarios for Each Sub-System

This step derives scenario specification for each sub-
system. The scenario specification follow the process
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described in [2],[42]. Each scenario can be classified as
an atomic scenario, a sub-scenario, or a complex sce-
nario. The derived scenarios are organized into a tree
structure with each sub-tree represent a group of func-
tionally related scenarios that the tester can analyze
them together in a hierarchical manner. Each scenario
is annotated with Actors, Conditions, Data, Action,
Timing and Events (ACDATE) by decomposition:

Actor: the user or system component
Condition: System decision point and states
Data: Associated input and output

Action: System operations and methods

Event: External stimuli as well as action results

4.2 Specify the Interaction between Systems

Most of time individual WS need to collaborate with
each other to perform the mission. Fortunately, WS of-
ten provide well-defined interfaces through which they
interact with each other. For example, in a Supply
Chain Management (SCM) system, entities (such cus-
tomers, retailers, manufacturers, and suppliers) inter-
act with each other through API (Application Pro-
gramming Interface), and many components within a
SCM can be implemented as WS. The Web Services In-
teroperability (WS-I) defines three interaction scenar-
ios in supply-chain WS [56]:

e One-Way: a customer sends a request message to
a provider without response from the provider.

e Synchronous Request/Response: a customer sends
a request message to a provider. The provider re-
ceives the message, processes it, and sends back a
response.

e Basic Callback: At runtime a customer sends an
initial request to the provider, which in turn sends
back an acknowledgement immediately. At a later
time the provider sends the final response to the
customer.

In a SCM system, Retailer provides to Customer
three services (or API): login, getCatalog, and submi-
tOrder; to Manufacture one service: submitShipping-
Notice. On the other hand, Manufacturer provides to
Retailer one service: submitPurchaseOrder. submit-
PurchaseOrder is one way interaction; and login, get-
Catalog, and submitOrder is synchronous interaction;
while submitShippingNotice is callback interaction.

4.3 Derive the Overall System Scenarios

Based on scenarios for each individual sub-systems and
interaction among these sub-systems, a tester can now
derive the overall system scenarios. An overall scenario
can be constructed by combining scenarios for each
sub-system with the interaction patterns. For exam-
ple, scenario ” Customer Successfully Purchases Goods”
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consists of the following sub-scenarios ” A customer ac-
cesses to the retailer system with an ID”, ”the client
purchases a product by specifying the product ID to the
retailer”, ” the retailer sends a request to the manufac-
turer”, then ”the manufacturer shipped the requested
product to the client”, and finally, ” the retailer system
returns a confirmation to the customer”. And all three
types of interactions are present in the overall scenario.

A specification language BPEL4WS (Business Pro-
cess Execution Language for Web Services) [4] can also
be useful to specify the overall scenarios. It provides
programming constructs to specify various control se-
quences and interaction protocols.

4.4 Generate Test Scripts from Scenarios

Scenarios describe the system behaviors responding to
stimuli/request under different conditions. Test execu-
tion however needs one and only one execution path of
a scenario. A thin thread describes a single execution
path of the system, and thus a scenario can have at
least one thin thread. Test scripts can be obtained by
instantiating a thin thread by supplying the input data
of thread. Once the input data are supplied, it is pos-
sible to generate test inputs based on different testing
techniques [43]:

e Random testing: random data from the data set
will be used as test input.

e Partition testing: selected sample data from each
partition of the data in the data set will be used
as test input.

e Boundary value testing: boundary values of data
partitions in the data set will be used as test input.

As a WSDL file contains the signatures specifica-
tion of all the WS methods, one can extract the in-
terface and URL information from it and maps to the
signatures to test scripts. For example, if a bank WS
has two methods checkBalance and deposit and their
signatures are as follows:

double checkBalance(String account);
boolean deposit(String account, double amount) ;

And the overall scenario is ”a customer deposit
a certain amount of money and then check the bal-
ance”. The following XML code shows the generated
test script.

<scenario name="Check Balance">
<scenario_configuration>
<URN>BankServices</URN>
<SO0AProuterURL>
http://.../soap/servlet/rpcrouter
</S0AProuterURL>
</scenario_configuration>
<scenario_path>
<method sequence="1">

<name>deposit</name>

<data direction="input">
<dataname>account</dataname>
<type>string</type></data>

<data direction="output"><dataname/>
<type>Boolean</type></data>
</method>
<method sequence="2">
<name>checkBalance</name>
</method>
</scenario_path>
<scenario_testcase>
<testcase>
<testdata sequence="1">foo</testdata>
<testdata sequence="1">100.00</testdata>
<testdata sequence="1">true</testdata>

</testcase>
</scenario_testcase>
</scenario>

5. Web Services Testing Framework (WSTF)

WSTF is a distributed architecture with three types of
components: test masters, test agents, and test moni-
tors. The WSTF used several design patterns such as
Factory, Proxy, Composite, Command, and Mediator
[11],[42] to facilitate design changes.

5.1 WSTF Architecture

Fig.2 shows the overall architecture with four types
of components: test master, test agent, monitor, and
finally the WS under test.

e Test master: it has GUI components for sce-
nario specification, analyzer components for anal-
yses such as dependency analysis, completeness
and consistency check, concurrency detection, syn-
chronization identification, and timing constraints.
The enhanced WSDL dependency information (see
Section 3) is useful for WS dependency analysis,
which directs ripple effect analysis and regression
testing. Based on the scenario specification, test
scripts/cases can be generated. All the information
is stored into database. Test master creates test
plan according to test requirement/criteria, such
as risk, usage, and coverage, and resource/time
constraints. Upon the plan, test master pull out
test scripts from database, and sends them to test
agents via TCP/IP or SOAP. Test master acts as a
test-agent coordinator or mediator so that a group
of test agents cooperate with other to achieve the
tasks assigned. Test master receives test results
from test agents, and stores them into database
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Test Master Test Agent(s) Test Monitor & WS
Test Scr?pts SC?l.'Ial'i.D Analysis Conﬁ.g.ura.tion/ ws ws ws
generation Specification verification
Test artifact Test Execution Test agent
Management Management Coordinator R (el Capgjer: pF;il;l;eSU Delg(“::ill‘l;rsace
A A
TCP/IP or SOAP SOAP SOAP
A 4 A4 V‘
Network
Fig.2 Overview of WSTF architecture.
for analysis.
Test agent: It has a component to perform Test Agent

WS testing by setting up the test environment,
dynamically binding and invoking remote ob-
jects/services via SOAP. Also each test agent ver-
ifies the test results and reports the results to the
coordinator component in test master.

Monitor: It captures the exchange data including
request and response, timestamps them and store
into files/database. If the request has the spec-
ified values/data formats, the monitor can verify
and validate them simultaneously. After monitor
captures the exchange data, test agent coordinator
collects all information for the verification. Also
the monitor detects and traces state change infor-
mation on WS under test, and reports to test agent
coordinator.

5.2 WSTF Design

Test Master

Test master provides the following functions (Fig. 3):

Generates test scripts and test cases (generat-
TestScripts()) from scenarios by creating test
scripts objects (TestScript class) and scenario ob-
ject (ScenarioSpecification class);

Initiates the testing by sending commands to test
agents (runScenario()) through TCP/IP or SOAP
depending tester’s environment of configuration;
Collects test result reports from test agent ( TestA-
gent class) and messages from test monitor (Test-
Monitor class) for testing analyses by using ex-
change message class (FzchangeMessage class);
Manages the dependency and synchronization
among test agents, test monitors (synchronize()),
that is test master acts as a test-agent coordinator;
and

Verifies interaction between systems (verifylnter-
action()).

Test agent provides the following functions to act as a
proxy with respect to the WS (Fig. 3):

Maps test script’s information to methods in test
agent:

— The preconditions, events, input data to set-
Configuration(),

— The actions to invokeFunction(), and

— The post-conditions to verify();

setConfiguration() sends requests to invoke setter
services on service provider to setup testing via
SOAP;

Executes testing by running invokeFunction(),
which calls ezec() that is a Template Method [11]
defining the overall calling procedure: bind() and
invoke() using Command pattern, Proxy pattern
and Strategy pattern (CommandProxy class). The
Strategy pattern encapsulates communication pro-
tocols, so that the user can add new protocol to the
framework without changing the structure.

Test agent may need to invoke another services on
different provider’s site according to dependent in-
formation described in test script;

Verifies the testing results against post-condition
against verification patterns [59]; and

Sends test results to the test master.

Test Monitor

Test monitor provides the following functions (Fig. 3):

Monitors the exchange messages with timestamps
among requestors and service providers (cap-
tureMessage()).

Traces state changes of the systems (captureState-
Change()) with respect to requests. With the trace
information, the systems can roll back to a previ-
ous state.

Keeps track of asynchronous messages, notices the
requestors when the asynchronous requests are
served (noticeStateChange()).
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TestMastor
- - Communicate each other through network: TestAgent Agents are distributed over network.
N runScenanc(scepanc) 9 #mastor TCP/IP or SOAP #agent Egch agent works as a proxy to
- generateTesiScrp(scenario ]+ setContiguration(iequest) =] invake WS under test Agents
+ cﬁl\ectMessages() + invokeFunction(request) receives test scripts from test
N N Load i " N
+ veritylnteraction() w"o + verify() master, binds and invokes WS.
ScenarioSpecification
Generate test scripts
[+ 10ad) i Execute requested function
Sends exchange via TCP/IP or SOAP qt
TestScript
1
—5 — /
TestMonitor CommandProxy
Sends exchange messageq
L e N T + exec(request)
- source host == - + captureStateChange() + bind(name, distination) : Object
- target host + sendMessage() + invoke(object, function, arguements) : Object
=1+ noticeStateChange() ZF
,‘/ Captures exchanging
'l messaes and state changes | | |
|| /-/ LocalObjectProxy RemoteObjectProxy WSProxy
R - jessage | | ¢ bind() bind() bind(
- + bin + bin + bin
- ufn(.:llonv or class name - return type ! \ + invoke() + invoke() + invoke()
- distination - values !
- return type ! A
- arguments Monitor keeps monitoring the // The concrete proxy class binds the remote object or local classes, and
exchange message between /I then invokes the requested function with arguments.

system. It notices to agent and {

}

systems and state changes on the | | void exec( RequestMessage request )

master. // bind target object using request.
obj = bind( function or class name, destination if remote object );

/l'invoke target function with obtained object.
result = invoke( obj, function information, arguments );

1/ Sub-classes implement bind() and invoke() methods according to
// architecture.

Fig.3 Class diagram of test master, test agents and test monitor.

e Sends the exchange information to test master and

test agent, which add listeners to it.

The sequence diagram in Fig. 4 shows a typical us-

age of WSTF for a client or service provider to test and
evaluate a WS:

1.

2.

6.

A tester specifies one or a group of particular sce-
narios, and starts running it.

Test master loads the scenario data using Scenario
class.

Test master generates the Test Script with test
cases from loaded scenario data.

Test master requests test agent to execute the sys-
tem function or set configuration of system step by
step of Test Script.

. Test agent binds and invokes the system func-

tion/service.

. Each test monitor keeps monitoring the associated

system. It captures the exchange messages among
systems and state changes of system.

. Test monitor sends the captured information back

to test master and test agent.

. Test master collects the information related sce-

nario, and verifies the test results and interaction
between systems.

Experimentation

This section illustrates the proposed techniques in test-
ing an SCM application developed using WS. The ex-
ample has multiple customers, one Retailer and three
Manufacturers. Table 1 lists the APIs Retailer and

messages and state changes, and

The monitor captures the exchange
notices to agent and master.

~Tester Master ;. Specification ;.
TestMaster Scenario
runScenario() ]
I
1 Q|

O The agents invoke the service or
set the configuration according to

generateTestScript()
request from the master.

O]

invokFunction ()  setConfiguration()

1 b )
@ mvokeService()G) @

= captureMessage () /

[] captureStateChange( )

noticeStateChange () /
noticeStateChange( )

MoniorData | [€—— 0

- —= 222
. verify( )
collectMessages( ) f
Monitor Data
veriy() [The master collects all exchange
[C—1  ~~—-jmessages and state changes from T
Test Result monitors, then verifies them.

Fig.4 Sequence diagram of test master, test agents and test
monitor.

Manufacturer provide.
The example also has the following constraints:

1. The customer has only three opportunities to login
into the system, i.e., the customer can fail the login
in the first two times.

2. The maximum stock level is 20 items, i.e., the man-
ufacturer cannot deliver more than 20 item at any
given time.

3. The minimum stock level is 3, i.e., when the stock
drops to 3 items, the retailer must place an order
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Table 1  Retailer and Manufacturer APIs. Table 2 Seeded faults in the example system.
Retailer APIs: Type of Seeded | Illustrations # of Seeded
login The customers login the SCM system Bugs Bugs
with their customer ID. API - Incorrect input types. 8
getCatalog The customer requests the list of prod- - Mismatching types, e.g., in-
ucts. correct number of parameters.
submitOrder The customer submits an order to Internal services | - Malfunctions (e.g., can not | 7
specify the product and quantity, and update the inventory; cannot
then receives a response indicating the find a proper manufacturer).
time good will be shipped. - Incorrect data, e.g., incorrect
submitShipingNotice After manufacturer finishes processing passwords.
an order, it submits the shipping no- Communication | - Incorrect protocols 3
tice.
logout The customers logout the SCM sys-
tem. OO
Manufacturer API: € i
submitPurchaseOrder | The manufacturer places a purchase \) = e =
order when it finishes goods. Lo | com | EZ mi_T oo
Customers login the ,‘ZEE: D‘c,‘;';:::]‘ ;:ZS ,z
SCM system with their PO04__ [TV, Brand-2 $2999.99 s
customer ID. P005__[VCR, Brand-2 $49.0 5
to one of manufactures. P Ln el 2 2
4. The limitation of number for multiple customers e oot e o b s o 3
to access the retailer is configured to 30, i.e., at DAY - —
most thirty of customers can access the WS at the quantity. o | s |
same time. Fig.5 Client GUL

5. The retailer will pick up one of manufactures who
can deliver with a specific deadline.

Scenarios can be derived based on the above de-
scription and constraints for a single/multiple cus-
tomer(s):

1. Customer(s) successfully purchase all goods.

2. Customer(s) successfully purchase goods, but at
least one product is shipped.

3. Customer(s) successfully purchase goods, then re-
plenish due to the minimum Level.

4. Retailer orders products from a manufacturer suc-
cessfully.

5. Customer(s) failed to purchase goods due to invalid
product.

6. Customer(s) failed to purchase goods due to invalid
quantity.

7. Customer(s) failed to purchase goods due to un-
available quantity.

8. Customer(s) failed to purchase goods due to out of
stock.

9. Retailer failed to order products from a manufac-
turer.

To cover all the configuration combination of inter-
est, 10,319 number of test scripts are generated to test
the SCM example. To perform testing, the experiment
sets up the WS environment using the Java runtime
environment (JRE) 1.4, Apache Tomcat 4.0, IBM WS
toolkit (WSTK) 3.2 [54].

To evaluate WSTF, a number of faults are seeded
into the example system, including bugs in APIs, inter-
nal services, and communication protocol as shown in
Table 2

To test the SCM system, a tester does not need

Table 3 Test results.

# of Test | # of Passed | # of Failed | # of Detected
Scripts Test Script Test Scripts | Bugs
10,319 6,503 3,816 18

to write any testing code; instead the tester can focus

on specifying scenarios. The example uses E2E tool

[30], [36], [37],[42],[43] to specify the requirement and

constraints and generates all the test scripts. Fig.5

shows the user interface for customers to login, browser

product catalog, and choose products from the retailer.
Fig. 6 shows the test execution situation:

e Test master selects a set of scenarios and sends to
a test agent.

e The test agent binds and invokes WS, and reports
the test results to the test master. If the test case
failed, it will be highlighted in red color.

e The test monitor captures all the communication
messages and displays them.

With WSTEF, all the seeded bugs are detected. Ta-
ble 3 reports the test results.

When the SCM system is modified, it is necessary
to test the modified feature as well as to perform re-
gression testing to ensure that the modifications do
not introduce new bugs. The former can be done by
re-specifying scenarios that involved the modified fea-
ture, and generating test scripts based on these scenar-
ios [42]. Regression testing can be done by identify-
ing those scenarios that are potentially affected by the
change by dependency analysis. The framework then
generates or re-generates test scripts corresponding to
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these scenarios for regression testing. The modified sys-
tem scenarios can be further simulated to see if the
runtime behavior is still valid.

7. Conclusion

The paper presents a scenario-based testing framework
for WS testing with distributed agents such as test
masters, agents, and monitors. Testing WS is differ-
ent testing traditional programs because WS are pub-
lished, searched, bound, executed, and evaluated at
runtime, and thus it is much more complicated than
testing traditional applications. By using distributed
agents, one can specify test scenarios, then WSTF gen-
erates test scripts, executes test, collects and monitors
test results, and evaluates test results at runtime. In
other words, the traditional verification mechanism now
must be done by distributed agents running concur-
rently with the application under test. Furthermore,
this paper also suggests that how some standard WS
protocols can be enhanced to support WS testing. Oth-
erwise it is difficult to carry out verification at runtime.
Finally, this paper presents a working test framework
with these distributed agents that are used to test a
supply-chain system.
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