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Abstract

Patching technologies are commonly applied to improve
the dependability of software after release. This paper pro-
poses an autonomous hot patching (AHP) framework to
fully automate the reasoning for the causes of failures, and
to patch the binary code of Web-based applications. AHP
admits the hardness for rooting out all faults before product
release, and autonomously patches problems of application
programs. By directly operating on binary code, AHP is
universal to virtually all applications. A promising appli-
cation of AHP is to shortcut the remote maintenance cen-
ter (RMC) and hence to reduce the turn around time for
patches.

1 Introduction

It is difficult to eliminate all faults before releasing soft-
ware thus patches are issued to repair faults during opera-
tion. Frequently experiencing crashes and applying patches
are annoying to end users. One theme of patching tech-
nologies is to improve the user experience, e.g., the “hot
patching” [8] that aims to reduce the number of mandatory
system reboots. When a failure occurs in an application,
relevant data will be collected and sent to the Remote Main-
tenance Center (RMC) where the data are analyzed, faults
are identified, and a patch is issued. The patch will then
be downloaded and applied to the system. If a patch must
be generated manually, users may wait for days, which is
not desirable. It also slows down the collection of timely
runtime data from the RMC.

A Web-based application consists of Web Services [12,
11, 10] as its components. This paper propose an au-
tonomous hot patching (AHP) framework that allows sys-
tems to learn the possible causes of failures and to patch the
binary code of Web-based applications (referred to as appli-
cation hereafter). AHP improves user experience by short-
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cutting the RMC and reducing turn around time for patches.
The overall process of AHP is as follows. When an appli-
cation crashes, AHP will be notified. From the crash report
generated by the OS, AHP determines the subroutine or the
Web method (referred to as method hereafter) that witnesses
the crash. Via binary level data flow analysis and depen-
dency analysis, AHP assumes that all the local variables of
the method and global variables the method depends on are
the potential causes of the crash. The assumption is feasible
if the causes of the failure reside in the application, instead
of the OS or other applications. AHP then instruments the
binary code of the application to monitor those variables.
The data will be fed into a Boolean function learner to rea-
son the causes of the crash. Note that data for normal execu-
tion contribute to reasoning as well, because they tell what
do not lead to the crash. Once the causes are identified,
AHP will patch the binary code to automatically circumvent
a potential crash when the causes occur again. In addition,
the user may have choices to retry some operations, or to
correct some problematic data to avoid the crash.

The key advantages of AHP are its full automation and
operating on binary code. Full automation allows zero de-
pendency on RMC and hence exploits the proximity to ap-
plications. AHP is applicable to virtually all applications by
directly operating on binary code. It also reduces the hard-
ness of reasoning due to the tenuous semantics in the binary
code.

AHP is not aimed to replace RMC. The patches issued
by AHP can be viewed as the “first aid” that circumvents
undesirable behaviors of application such as crashes. Thus
the user can continue their current work and wait for the
canonical patch issued from RMC. AHP can also collabo-
rate with RMC, such as to collect more runtime data and to
apply patches on behalf of RMC. The techniques developed
for automating AHP would as well facilitate RMC to ac-
celerate the process of pinning down faults and generating
generic patches.

AHP is different from self-healing systems [3, 4]. Self-
healing systems fall into two broad categories: Fault-
tolerant systems that uses a variety of techniques, such as re-
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dundancy and graceful degradation, to react properly upon
failures; and environment-aware systems, also known as re-
source awareness or situation awareness, which react to en-
vironment variation and adapt themselves to function opti-
mally.

Though AHP offers some “self-healing” capability by
autonomously patching the applications running on the sys-
tem, it deviates from either category of self-healing sys-
tems. AHP backs off from the ambition to predicate ev-
ery possibility a priori and prepares for the unpredictable or
hardly predictable problems. AHP does not require redun-
dant components; it instruments and patches existing com-
ponents. In AHP, there exists two systems, the OS and the
applications. Hence, it avoids the problem that a faulty sys-
tem heals itself without incurring new faults.

Instrumentation techniques are widely applied in self-
healing systems, such as detecting faults, repairing fail-
ures [2, 3], and enforcing policies [6]. In a general instru-
mentation framework [7], a instrumentation “recipe” is re-
quired to indicate what to monitor. AHP does not require
such a “recipe” as it learns what to monitor autonomously.

AHP incorporates three algorithmic techniques: data
mining, (probabilistic) Boolean function learning, and
model checking. Data mining abstracts data (variable, value
pairs) to be predicates (Boolean variable, truth value pairs)
and reduces the reasoning to be a Boolean function learn-
ing problem. Probability is introduced to Boolean function
learning to cope with the uncertainty introduced by data
mining or the natural nondeterminism of the causes. Model
checking techniques are applied to back track the state tran-
sitions and compute a remote cause. Remote causes are the
causal states long before the crash. Remote causes are desir-
able because it might be too late to correct the problem right
before the crash. For example, if the crash is in the middle
of a transaction, it is hard for AHP to roll back properly.

The rest of the paper is organized as follows. Section 2
elaborates the AHP framework and discusses how to apply
AHP to embedded systems and how AHP collaborate with
RMC. Section 3 presents the Boolean function learning al-
gorithm. Section 4 employs an experiment to illustrate how
AHP works. Section 5 concludes the paper.

2 Autonomous Hot Patching

2.1 AHP framework

The AHP operations are divided into three phases: data
collection, reasoning, and patching. Data collection is re-
sponsible for determining what variables to monitor and to
instrument the binary code of the applications. Reasoning
phase constructs the boolean functions that represents the
causes of the failures from the collected data. Patching
phase selects the patch point and changes the binary code

accordingly to circumvent the faults. Figure 1 illustrates
the framework.
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Figure 1. AHP framework

Data collection When an application crashes, the OS of-
ten generates a crash report recording the environment at
the crash point, such as the error report by Windows sys-
tems or the core dump by Unix / Linux systems. The crash
reports usually consists of a full memory image and hence
it is tedious to parse it. Instead of trying to figure out the
cause of the crash from the crash report, treats it as a trig-
ger to start data collection on the crashed application. One
type of information in the crash report helpful for the data
collection is the method that witnesses the crash. Since the
crash occurs within the method, it is reasonable to assume
that some combination of the data referenced by the method
causes the crash.

Let S denote a method, x denote a variable, v denote a
value, and V denote a set of values. A pair (x, V ) of a vari-
able x and value set V means that x holds a value v ∈ V .
Denote (x, V ) as an atomic cause. For example, a common
cause of memory violation is to read from a null pointer,
which is expressed as an atomic cause (ptr, {null}). An
atomic cause can be viewed as a predicate and the abstrac-
tion simplifies the reasoning phase to be Boolean function
learning only. A (complex) cause is a set of atomic cause
connected by Boolean operators ∨, ∧, and ¬. A cause is de-
terministic if its presence always leads to crash. Otherwise
it is nondeterministic or probabilistic. A cause is local if all
variables in the cause are local to the application.

This paper considers deterministic local causes. Thus
only the parameters (denoted by L) of S and the global vari-
ables (denoted by G) that S depends on form the cause. It
is sufficient to monitor variables in L ∪ G. L and G can be
computed by data flow analyses and dependency analyses
on the binary code of S, where variables are locations in the
stack, heap, or the data segment. Phoenix facilitates data
flow analyses and dependency analyses.

To reduce the overhead, we insert the data collection at
the beginning of S to record the values of all variables in
L∪G. We also record whether S crashes or not. Both types



of information are fed into the reasoning phase.
Phoenix provides powerful functions to manipulate the

binary code. It can traverse the binary code and insert in-
structions. It even allows insertion of a call to a method
located in another dynamic linkable library (DLL). To ac-
commodate data collection, we prepare a DLL exporting
recording functions for different data types: byte, short in-
teger, and long integer. Then we traverse the binary code,
locate the entry point of S, insert calls to proper recording
functions to record the values.

Note that the data collection can only collect variable-
value pairs (x, v), instead of the variable-value set pairs
(x, V ) required by the reasoning phase. Data mining is in-
troduced to cluster values together to form the proper value
sets according to whether S crashes or not. Specific values
to some type variables, such as null value to pointers, are
of particular interesting and can be predefined as value sets.
The conditions that guards the branching in the application
also provide hints for constructing value sets. For exam-
ple, if the program checks whether salary ≥ 1000, then
(salary, [1000, +∞)) and (salary, (−∞, 1000)) are good
candidates.

Data mining may introduce uncertainty and the reason-
ing phase is extended to handle probabilistic causes to cope
with the uncertainty.
Reasoning An atomic cause is a predicate. A com-
plex cause is a Boolean expression, or a Boolean function
f : Ω = {0, 1}n → {0, 1}, where n = |L ∪ G|. Define
that f(ω) = 1 denotes ω ∈ Ω causes the crash. Each record
collected by the data collection is a sample (ω, f(ω)) of
the Boolean function. A positive sample is a sample where
f(ω) = 1, and a negative sample is where f(ω) = 0. Posi-
tive samples causes crashes. The reasoning phase is to learn
the Boolean function from a set of samples. Section 3 de-
tails the Boolean function learning algorithm.
Patching After determining the cause, we can patch the
binary code to monitor whether the cause occurs and to cir-
cumvent the fault if any. A patch point is a location in the
program where one apply the patch. To reduce the patching
overhead, we want to reduce the number of patch points.
A straightforward selection is the entry point of S, where
one collects data. Recall that in some cases a remote cause
might be a better selection as a patch point. Model checking
techniques [1] are applied to compute remote patch points.

The way the patch works affects the selection of patch
points. Once a cause occurs, the patch can retry some oper-
ations (to modify some data), abort the program, or ignore
the cause. Retry is to roll back to an early location in the
program and hopefully the re-execution of the operations
will resolve the cause. For example, the user can re-input
the problematic data, or redo the problematic operation; or
the program can redo some I/O operations to retrieve nor-
mal data from the communication links to other applica-

tions or systems. We propose three types of retry points:
entry points of methods, I/O points, and entry points of crit-
ical regions. Retry a method allows a complete re-run of
a method. I/O points are where the program read or write
data. For example, the user inputs data through console or
popup dialogs, or data are read from or written to a socket,
pipe, or file. Retry at I/O points offers opportunities to cor-
rect error data input or output. Usually critical regions are
used for transactions or exception handling. Retry at the
entry point of critical regions preserves the integrity of the
transaction or the exception handling, and removes from
AHP the burden for rollback. Abort terminates the appli-
cation before further damages are incurred. Ignore simply
does nothing and continues the program.

Retry points are categorized into two classes: idempotent
retry points and nonidempotent retry points. A retry point
is idempotent if every re-execution of it produces identi-
cal results. Otherwise, it is nonidempotent. Examples for
idempotent retry point are user’s inputs. Examples for non-
idempotent retry points are I/O operations on a stream be-
cause each I/O operation moves the current pointer to the
stream. If the retry point is nonidempotent, then additional
cares are needed to roll back to corresponding states before
retry. In practice, it is usually hard to perform rollback with-
out setting up checkpoint before retrying. Hence we retry
only at idempotent points. Data flow analyses and depen-
dency analyses are applied to determine the idempotency.
We define a precedence relation among instructions in bi-
nary code. Instruction Ii precedes Ij if there exists an ex-
ecution path that is shared by Ii and Ij , and Ii is executed
before Ij on that path. A retry point r is idempotent if for
all locations preceded by r, their states are uniquely deter-
mined by the states at r. Due to the existence of loops, it
could happen that Ii precedes Ij and Ij precedes Ii, which
does not affect the consistency of the above definition on
idempotent.

Patch point and retry point can differ from one another.
That is, one can monitor the cause at a later point (patch
point) and then retry the operation at an early point (retry
point), provided the retry point is idempotent. Patch point
is determined by the cost for monitoring the cause. The
complexity of a cause is the number of sufficient compar-
isons to determine the cause. The complexity of an atomic
cause (x, V ) is the number of sufficient comparisons to ver-
ify whether x ∈ V . If V is a discrete value set, then the
complexity of (x, V ) is upper bounded by |V |. If V is a
continuous value set, V =

�n
i=1 Wi, where Wi are inter-

vals, then the complexity of (x, V ) is upper bounded by 2n.
The complexity of a cause is then upper bounded by the sum
of the complexity of all its atomic causes. Due to the state
transition along execution, it can happen that at the retry
point the cause is far more complex. In this case we can
reduce the complexity by choosing a patch point different



from the retry point. Model checking techniques and data-
flow analysis techniques can be applied to back-track to a
point before the retry point which may incur less patching
complexity.

If one cannot find a proper retry point, one can mod-
ify the values of some variables in the cause to resolve the
faults. It is desirable that an engineer is consulted to deter-
mine the modification. However, since only binary code is
available, it is hard for the engineer to interpret the mean-
ings of variables. Variable names can be retrieved if a de-
bug environment is available, e.g., the *.PDB file gener-
ated by Phoenix. If an engineer is not available, AI can be
applied to perform the modification according to historical
records. The data collection records all negative and posi-
tive samples and it is feasible to modify the cause to a prox-
imate negative sample. For variable-value pairs (x, v i) and
(x, vj), the distance between them is defined as |vi − vj |.
The distance between two samples is defined as the accumu-
lated distances of all variable-value pairs. Multiple choices
are available to define the accumulated distance, such as 1-
norm, 2-norm, or ∞-norm. The patch logs the modification
for later review.

Figure 2 summarizes the structure of the patch. Users
can customize the patch by embedding their own handling
function within the structure.
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Figure 2. Structure of the patch

Patch is applied via Phoenix. The monitoring and the
handling parts are translated to binary instructions and in-
serted into the binary code at proper location.

2.2 Supporting Techniques

Phoenix A key enabling technique is the Phoenix project
from Microsoft [9]. Phoenix is a framework for build-
ing various extensions of compilers. Phoenix involves ad-
vanced techniques in compilation and program analysis:

• Basic Block Analysis
• Memory Tracing

• Code Coverage
• Fault Injection
• Run-time Profiling and Feedback
• Ahead-of-Time and Just-in-Time Compilers
• Whole-program, Post-link, and Runtime Optimization

Phoenix generates code for a wide range of processor ar-
chitectures. AHP exploits the binary analysis and manipu-
lation capability to treat binary code of applications. See
http://research.microsoft.com/phoenix/ for more informa-
tion of Phoenix.

Embedded systems Special cares are necessary due to
the limited energy and computation capacity of embedded
systems. We propose the “device + host” model to cope
with the problem of limited resources. The device only
has the data collection capability. The host PC will rea-
son the causes and generate the patch, which will be de-
ployed automatically to the device when it is connected
to the host PC, e.g., when the Pocket PC is sited into its
cradle. One can further reduce the overhead by remov-
ing the data from the device upon each connection. We
applied AHP to develop a demo system consisting of a
robot car, a Pocket PC (WinCE), and RMC, see the demo
at http://asusrl.eas.asu.edu/EmbeddedExplorer/.

Collaboration with RMC The runtime data collected
by AHP can be sent to facilitate RMC. AHP can apply
the patches on behalf of RMC. RMC can adopt the tech-
niques developed for AHP to pin down possible causes of
the fault, such as binary code analyses, binary code manip-
ulation, Boolean function learning, data mining , and model
checking techniques.

Evaluation We propose three quantitative metrics to
evaluate the effectiveness and efficiency of AHP: conver-
gency, overhead, and accuracy. Convergency indicates how
fast the Boolean function learning determines the cause of
the crash. We propose to measure the convergency by the
number of samples collected for the reasoning phase to be
effective. Define a positive sample to be a sample that
causes the crash and a negative sample to be the opposite.
Two sub-metrics are proposed, the positive convergency —
the number of positive samples, and the negative conver-
gency — the number of negative samples. Because negative
samples do not cause crashes, user experience is mainly af-
fected by positive convergency. Overhead measures how
many instructions are inserted to the binary code of appli-
cation, which bounds the complexity. There are two types
of overhead: data collection overhead and patch overhead,
which are the number of binary instructions for data collec-
tion and patch, respectively. Accuracy is the probability that
the cause learnt by the reasoning phase is correct. The ef-
fectiveness of AHP is measured by the combination of fast
convergency, high accuracy, and less overhead.



3 Boolean Function Learning

Boolean function learning is a popular technique
topic [5, 13]. The problem setting of AHP does not ex-
actly fit with the classical one due to the asymmetry be-
tween positive and negative samples. It is desirable to have
few positive samples to improve user experiences. Much
more negative samples are affordable.

We formulate new criteria for Boolean function learn-
ing. Without loss of generality, assume Boolean functions
are expressed in disjunctive normal form (DNF). A k-DNF
is a DNF such that each conjunct consists of at most k lit-
erals. Note that k reflects the complexity of the DNF. Let f
and g be two Boolean functions. We say that f overapprox-
imates g if f → g is a tautology. For example, A ∧ B over-
approximates A, which in turn overapproximates A ∨ B.
We abuse the notation → to also denote the overapproxi-
mation relation, i.e., f → g denotes f overapproximates
g. Clearly overapproximation is transitive and reflexive. If
f → g, then f(ω) = 1 implies g(ω) = 1, and g(ω) = 0 im-
plies f(ω) = 0. The deterministic Boolean function learn-
ing problem is to construct a DNF f from a set of samples
Ω = {ω1, . . . , ωn}, such that ∀ωi, ωi is a positive sample,
ωi → f , and ∀ωj , ωj is a negative sample, f → ¬ωj , where
Ω = {0, 1}m is a m-dimensional Boolean vector space.
Suppose that f is a k-DNF, we want k to be as small as pos-
sible to reduce the complexity. Usually, we expect much
smaller k than n, because software developers tend to use
simple conditions.

Establish a reverse lattice as shown in Figure 3. The top,
the 0-th level, is a singleton ⊥. The k-th level consists of all
possible conjuncts of k literals. Then connect an entry f in
the k-th level to an entry g in the (k − 1)-th level if f → g.
We define that p →⊥ for all literals p. Algorithm 1 first
constructs an overapproximation f of all positive samples
using entries with as lower level as possible in the reverse
lattice. Then it examines all negative samples against f and
push to higher levels in the reverse lattice when necessary.

A� B� !A� !B�

AB� A!B� !AB� !A!B�

Figure 3. Reverse lattice

Theorem 1. Algorithm 1 returns an overapproximation f
such that ∀ωi, ωi is a positive sample, ωi → f , and
∀ωj , ωj is a negative sample, f → ¬ωj . The runtime is

O(
�k

j=1(
m
j )n), where n is the number of samples, m is the

dimension of Ω, and k is the maximum length of conjunct in
the resulting DNF.

Algorithm 1: Deterministic Boolean function learning

Determine k ≤ n, construct the reverse lattice to the1:
k-th level, mark all entries f in the lattice to be black
foreach positive sample ωi do2:

foreach f in the reverse lattice do3:
Mark f to be white if ωi → f4:

end5:

end6:
foreach negative sample ωj do7:

foreach white f in the reverse lattice do8:
Mark f to be black if ¬(f → ¬ωj)9:

end10:

end11:
return concise DNF determined by all white f12:

A probabilistic extension of the Boolean function learn-
ing algorithm is available. We omit it due to space limita-
tion.

4 An Experiment

An experiment is developed to demonstrate the feasibil-
ity of AHP. Simplifications are taken to reduce the complex-
ity. A Web-based application, ATM32.EXE is developed to
simulate ATM activities. The program invokes four Web
methods to input account number, current date, the amount,
and whether to save or withdraw. The input will be fed into
a method: process, which simulates the processing on the
request and prints out information accordingly.

A fault is injected into the program to write to a null
pointer when the amount is invalid, which will crash the ap-
plication. Upon crashes, AHP is triggered and the analysis
of the crash report indicates that crash occurs within method
process. Further data flow analysis and dependency analysis
indicate that the process only depends on its four parame-
ters. Then the binary code of ATM32.EXE is instrumented
for data collection. The instrumented application is stored
as another program, ATM32I.EXE, which will record the
values of the four parameters to a log file. Another applica-
tion REASONER.EXE is developed to monitor the log file
and reason the cause.

After several executions of ATM32I.EXE, REA-
SONER.EXE figures out that the third parameter, the
amount, equals to 0 leads to the crash. Since each input
is idempotent, a patch is generated to retry the input of the
amount when it equals to 0. In the experiment, we choose
patch point to be equal to retry point to reduce complexity.
The patched application, ATM32P.EXE will popup a dialog
asking whether to retry, abort, or ignore when it sees that
the third input is 0. If the user chooses retry, it jumps back



to the third method input and allows the user to re-input.
The user can input 1 to avoid the crash.

Figure 4 shows the binary code before and after the
patch. Code in italic is the patch code. Label REDO:marks
the redo point. Instruction call imp Patch@0,
{ESP} pops up a dialog and returns the users choice.

   {ESP}       = call &InputAccount, {ESP}�
   [EBP-4]     = mov AL�
   {ESP}       = call &InputDate, {ESP}�
   [EBP-1]     = mov AL�
REDO:  (refs=1)�
   {ESP}       = call &InputAmount, {ESP}�
   [EBP-2]     = mov AL�
   EAX         = movzx [EBP-2]�
   EFLAGS      = test(_Illegal) EAX, EAX�
                 jcc(NE) EFLAGS, L00001033, L00001024�
L00001024:  (refs=1)�
   {ESP}       = call __imp__Patch@0, {ESP}�
   ECX         = movzx AL�
   EFLAGS      = test(_Illegal) ECX, ECX�
                 jcc(EQ) EFLAGS, L00001033, L00001031�
L00001031:  (refs=1)�
                 jmp REDO�
L00001033:  (refs=2)�
   {ESP}       = call &SaveWithdraw, {ESP}�
   [EBP-3]     = mov AL�

Figure 4. Binary code before and after patch

In the experiment, it took 3 samples before REA-
SONER.EXE reaches a decision; 2 of them are negative,
and 1 is positive. The accuracy is 100% since AHP pins
down the actual cause. The number of binary instructions
for data collection is 6, which are basically calls to a sup-
porting DLL to record samples. The number of binary in-
structions for the patch is 8, which are two comparisons, a
call to supporting DLL to popup the dialog, and a jump back
to the retry point. The instrumentation overhead is less than
1% in terms of numbers of instruction, and less than 5% in
terms of runtime. According to the evaluation metrics, the
experiment exhibits fast convergence, high accuracy, and
small overhead (i.e., less intrusive).

5 Conclusion and Future Work

This paper proposes an innovative AHP framework to
support autonomous patch that shortcuts the RMC and thus
improve user experience by reducing significantly the turn
around time for patches. An experiment is presented to il-
lustrate the feasibility of AHP on Web-based applications.
The paper also briefly discussed how AHP works for em-
bedded systems and the collaboration between AHP and
RMC.
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